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DETAILED ACTION 



This first non-final action is in response to the original filing of 03/30/2004. Claims 1-41 
are pending and have been considered as follows. 



Examiner's Note 

1. The Applicant appears to be attempting to invoke 35 U.S.C. 1 12 6 th paragraph in Claim 
41 by using "means-plus-function" language. However, the Examiner notes that the only 
"means" for performing these cited functions in the specification appears to be computer 
program modules. While the claims pass the first test of the three-prong test used to determine 
invocation of paragraph 6, since no other specific structural limitations are disclosed in the 
specification, the claims do not meet the other tests of the three-prong test. Therefore, 35 U.S.C. 
1 12 6 th paragraph has not been invoked when considering these claims below. 

Specification 

2. The disclosure is objected to because of the following informalities: 

- Abstract lines 1 & 2 recites the acronym term "EM" without properly defining it (i.e. 
"Energy Management (EM)"). 

- Specification page 3 paragraph 8 line 1 contains improper grammar in the section 
containing "may coupled." It is noted by the examiner that there appears to be the term 
"be" missing between the two terms "may" and "coupled." 
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- Specification page 14 paragraph 71 line 10 recites the acronym term "PKI" without ever 
defining it. It is noted by the examiner that in view of the specification, the term "PKI" 
will be interpreted as referring to the public key encryption scheme known commonly at 
the time of the applicant's invention as "Public Key Infrastructure." 

Appropriate correction is required. 

Claim Objections 

3. Claim 20 objected to because of the following informalities: The grammar in Claim 20 
appears to be improper. The terms "hash" and "encrypt" appear to require the ending "ing" in 
order to maintain the tense of the claim language so as to read "hashing and encrypting." 
Appropriate correction is required. 

Claim Rejections - 35 USC § 112 

4. The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention. 

5. Claim 30 is rejected under 35 U.S.C. 1 12, second paragraph, as being indefinite for 
failing to particularly point out and distinctly claim the subject matter which applicant regards as 
the invention. 

- Claim 30 recites the limitation "said energy distribution network" in Claim 30 line 3. 
There is insufficient antecedent basis for this limitation in the claim. 
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Claim Rejections - 35 USC §102 

6. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or on 
sale in this country, more than one year prior to the date of application for patent in the United States. 

7. Claims 1-4, 14-17, 21, 22, 24-27, & 29-31 are rejected under 35 U.S.C. 102(b) as being 
anticipated by Davis (US-61 18269-A). 

Claim 1: 

Davis discloses an energy management device for use in an energy management architecture for 
managing an energy distribution system, said energy management architecture including a 
network comprising, 

- "an energy distribution system interface operative to couple said energy management 
device with at least a portion of said energy distribution system" (i.e. "Information is 
transmitted between the WAN card 101 and LAN/in-home cards 102 by main bus") 
[column 4 lines 5-6]. 

- "a network interface operative to couple said energy management device with said 
network for transmitting outbound communications to said network, said outbound 
communications comprising energy management data" (i.e. "a wide area network (WAN) 
interface card 101, three local area network (LAN) or in-home network interface cards") 
[column 3 lines 64-66]. 
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- "a processor coupled with said network interface and said energy distribution system 
interface, operative to generate said energy management data 55 (i.e. "The microprocessor 
can receive messages, check CRC and address information, perform TDMA decoding, 
clocking, bus interface and memory management 55 ) [column 5 lines 23-26]. 

- "a tamper prevention seal coupled with said energy management device, operative to 
substantially deter unauthorized access to said energy management device and indicate 
any such access 55 (i.e. "Tamper-resistant mechanisms may be, for example, padlocks (not 
shown) provided on meter rings (not shown) used to hold both the enclosure and the 
meter in place 55 ) [column 12 lines 4-7]. 

- "a seal tamper detection unit coupled with said processor and said tamper prevention seal 
and operative to detect when said tamper prevention seal indicates that unauthorized 
access has occurred 55 (i.e. "A tamper detection mechanism may be, e.g., a low-impedance 
current coil which is connected across the power meter when the gateway is plugged into 
the power meter 55 ) [column 12 lines 7-10]. 

Claim 2: 

Davis discloses an energy management device for use in an energy management architecture for 
managing an energy distribution system, said energy management architecture including a 
network as in Claim 1 above further comprising, 

- "said tamper seal comprises a revenue seal 55 (i.e. "According to one embodiment of the 
utility gateway enclosure according to the present invention, tamper-resistant 
mechanisms and/or tamper detection mechanisms may be installed with the enclosure 55 ) 
[column 12 lines 1-4]. 
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Claim 3: 

Davis discloses an energy management device for use in an energy management architecture for 
managing an energy distribution system, said energy management architecture including a 
network as in Claim 1 above further comprising, 

- "said tamper seal comprises a metering point id seal" (i.e. "According to one embodiment 
of the utility gateway enclosure according to the present invention, tamper-resistant 
mechanisms and/or tamper detection mechanisms may be installed with the enclosure") 
[column 12 lines 1-4]. 

Claim 4: 

Davis discloses an energy management device for use in an energy management architecture for 
managing an energy distribution system, said energy management architecture including a 
network as in Claim 1 above further comprising, 

- "a memory coupled with said processor, said memory operative to store confidential 
data" (i.e. "The microprocessor may be an 80C51XA made by Philips Electronics or in 
the Motorola 68000 family with internal ROM, RAM and EEROM") [column 5 lines 30- 
31]. 

Claim 14: 

Davis discloses an energy management device for use in an energy management architecture for 
managing an energy distribution system, said energy management architecture including a 
network as in Claim 1 above further comprising, 
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- "said processor is further operative to send a message warning that said tamper 
prevention seal has been tampered with through said network interface when said seal 
tamper detection unit detects that said tamper prevention seal indicates that unauthorized 
access has occurred" (i.e. "In turn, the microprocessor initiates communication with a 
headend or other monitoring station to indicate that the gateway has been tampered 
with") [column 12 lines 18-21]. 

Claim 15: 

Davis discloses an energy management device for use in an energy management architecture for 
managing an energy distribution system, said energy management architecture including a 
network as in Claim 1 above further comprising, 

- "a memory coupled with said processor and operative to store at least one device setting 
and wherein said processor is further operative to prevent changes to said at least one 
device setting when said seal tamper detection unit detects that said tamper prevention 
seal indicates that unauthorized access has occurred" (i.e. "The microprocessor may be an 
80C51XA made by Philips Electronics or in the Motorola 68000 family with internal 
ROM, RAM and EEROM") [column 5 lines 30-31]. 

Claim 16: 

Davis discloses an energy management device for use in an energy management architecture for 
managing an energy distribution system, said energy management architecture including a 
network as in Claim 1 above further comprising, 
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- "a memory coupled with said processor and operative to store at least one device setting 
and wherein said processor is further operative to send a message warning that said 
device setting has been changed through said network interface when said at least one 
device setting has been changed after said seal tamper detection unit detects that said 
tamper prevention seal indicates that unauthorized access has occurred" (i.e. "The 
microprocessor may be an 80C51XA made by Philips Electronics or in the Motorola 
68000 family with internal ROM, RAM and EEROM") [column 5 lines 30-31]. 

Claim 17 

Davis discloses an energy management device for use in an energy management architecture for 
managing an energy distribution system, said energy management architecture including a 
network as in Claim 1 above further comprising, 

- "a memory coupled with said processor and operative to store a device configuration, 
said device configuration having at least one first device setting having a first value, said 
processor being operative to generate said energy management data based on said first 
value and to determine that said at least one first device setting has been modified to at 
least one second value after said seal tamper detection unit detects that said tamper 
prevention seal indicates that unauthorized access has occurred, said processor being 
further operative to generate said energy management data based on said first value and 
generate alternate energy management data based on said at least one second value in 
response to said modification" (i.e. "The microprocessor may be an 80C51XA made by 
Philips Electronics or in the Motorola 68000 family with internal ROM, RAM and 
EEROM") [column 5 lines 30-31]. 
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Claim 21: 

Davis discloses an energy management device for use in an energy management architecture for 
managing an energy distribution system, said energy management architecture including a 
network as in Claim 1 above further comprising, 

- "said processor is further operative to set off a security alarm when said seal tamper 
detection unit detects that said tamper prevention seal indicates that unauthorized access 
has occurred" (i.e. "In turn, the microprocessor initiates communication with a headend 
or other monitoring station to indicate that the gateway has been tampered with") 
[column 12 lines 18-21], 

Claim 22: 

Davis discloses an energy management device for use in an energy management architecture for 
managing an energy distribution system, said energy management architecture including a 
network as in Claim 1 above further comprising, 

- "a display coupled with said processor and operative to visually display text, and wherein 
said processor is further operative to place a warning message on said display when said 
seal tamper detection unit detects that said tamper prevention seal indicates that 
unauthorized access has occurred" (i.e. "In turn, the microprocessor initiates 
communication with a headend or other monitoring station to indicate that the gateway 
has been tampered with") [column 12 lines 18-21]. 
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Claim 24: 

Davis discloses an energy management device for use in an energy management architecture for 

managing an energy distribution system, said energy management architecture including a 

network as in Claim 1 above further comprising, 

"said seal tamper detection unit further comprises a sensor operative to detect that said 
tamper prevention seal is broken" (i.e. "A tamper detection mechanism may be, e.g., a 
low-impedance current coil which is connected across the power meter when the gateway 
is plugged into the power meter") [column 12 lines 7-10]. 

Claim 25: 

Davis discloses an energy management device for use in an energy management architecture for 
managing an energy distribution system, said energy management architecture including a 
network as in Claim 24 above further comprising, 

- "said sensor comprises a limit switch" (i.e. "A tamper detection mechanism may be, e.g., 
a low-impedance current coil which is connected across the power meter when the 
gateway is plugged into the power meter") [column 12 lines 7-10]. 

Claim 26: 

Davis discloses an energy management device for use in an energy management architecture for 
managing an energy distribution system, said energy management architecture including a 
network as in Claim 24 above further comprising, 

- "said sensor comprises a proximity sensor" (i.e. "A tamper detection mechanism may be, 
e.g., a low-impedance current coil which is connected across the power meter when the 
gateway is plugged into the power meter") [column 12 lines 7-10]. 
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Claim 27: . 

Davis discloses an energy management device for use in an energy management architecture for 
managing an energy distribution system, said energy management architecture including a 
network as in Claim 26 above further comprising, 

- "said proximity sensor comprises at least one of a pin, an optical proximity sensor, an 
optical motion detector, a grounding tab, an ultrasonic sensor, an electro-magnetic sensor 
and a gyroscope" (i.e. "A tamper detection mechanism maybe, e.g., a low-impedance 
current coil which is connected across the power meter when the gateway is plugged into 
the power meter") [column 12 lines 7-10]. 

Claim 29: 

Davis discloses an energy management device for use in an energy management architecture for 
managing an energy distribution system, said energy management architecture including a 
network as in Claim 1 above further comprising, 

- "an energy storage device coupled with said seal tamper detection unit and operative to 
provide power to said seal tamper detection unit in power outage situations" (i.e. "the 
power supply of the residence or building") [column 1 1 line 63]. 

Claim 30: 

Davis discloses an energy management device for use in an energy management architecture for 
managing an energy distribution system, said energy management architecture including a 
network as in Claim 1 above further comprising, 
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- "said processor is further operative to perform at least one energy management function 
on said at least a portion of said energy distribution network via said energy distribution 
system interface" (i.e. "The microprocessor also manages the TDMA transmitter in 
response to the embedded clock signals in the downstream data packets") [column 5 lines 
26-28]. 

- "said processor further operative to generate said energy management data as a function 
of said energy management function" (i.e. "The microprocessor also manages the TDMA 
transmitter in response to the embedded clock signals in the downstream data packets") 
[column 5 lines 26-28]. 

Claim 31: 

Davis discloses an energy management device for use in an energy management architecture for 
managing an energy distribution system, said energy management architecture including a 
network as in Claim 1 above further comprising, 

- "an enclosure defining an interior and an exterior and operative to enclose said energy 
management device within said interior and to limit access to said energy management 
device" (i.e. "The first and second chambers 301 and 302 may optionally be accessed by 
two different panels, thereby allowing for two levels of access, one for the WAN service 
provider and the other for the LAN service provider") [column 1 1 lines 48-5 1]. 
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- "said tamper prevention seal is coupled with said enclosure and operative to substantially 
deter unauthorized access to said interior of said enclosure and indicate any such access" 
(i.e. "According to one embodiment of the utility gateway enclosure according to the 
present invention, tamper-resistant mechanisms and/or tamper detection mechanisms may 
be installed with the enclosure") [column 12 lines 1-4]. 

8. Claims 32, 35, 36, 40, & 41 are rejected under 35 U.S.C. 102(b) as being anticipated by 
Shear et al (US-6157721-A). 
Claim 32: 

Shear et al discloses a method of protecting data created, stored and sent by an energy 
management device that is protected by a tamper prevention seal operative to substantially deter 
unauthorized access to said energy management device and indicate any such access comprising, 

- "generating said data, said data being characterized by an integrity" (i.e. "the load module 
preferably comprises one or more computer instructions and/or data elements used to 
assist, allow, prohibit, direct, control or facilitate at least one task performed at least in 
part by an electronic appliance such as a computer") [column 8 lines 21-28] . 

- "detecting when said tamper prevention seal indicates that unauthorized access has 
occurred" (i.e. "the protected processing environment 108 can distinguish between 
authorized and unauthorized load modules 54 by examining the load module to see 
whether it bears the seal of verifying authority") [column 9 lines 58-61] . 

- "protecting said integrity of said data in response to said detecting" (i.e. "Protected 
processing environment 108 discards and does not use any load module 54 that does not 
bear this seal") [column 9 lines 64-66] . 
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Claim 35: 

Shear et al discloses a method of protecting data created, stored and sent by an energy 
management device that is protected by a tamper prevention seal operative to substantially deter 
unauthorized access to said energy management device and indicate any such access as in Claim 
32 above further comprising, 

- "c) further comprises preventing transmission of said data" (i.e. "Protected processing 
environment 108 discards and does not use any load module 54 that does not bear this 
seal") [column 9 lines 64-66] . 

Claim 36: 

Shear et al discloses a method of protecting data created, stored and sent by an energy 
management device that is protected by a tamper prevention seal operative to substantially deter 
unauthorized access to said energy management device and indicate any such access as in Claim 
32 above further comprising, 

- "c) further comprises preventing signing of said data" (i.e. "Protected processing 
environment 108 discards and does not use any load module 54 that does not bear this 
seal") [column 9 lines 64-66] . 

Claim 40: 

Shear et al discloses a method of protecting data created, stored and sent by an energy 
management device that is protected by a tamper prevention seal operative to substantially deter 
unauthorized access to said energy management device and indicate any such access as in Claim 
32 above further comprising, 
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- "d) detecting that said at least one first device setting has been modified to have at least 
one second value" (i.e. "Protected processing environment 108 discards and does not use 
any load module 54 that does not bear this seal") [column 9 lines 64-66] . 

"c) further comprises generating alternate data based on said at least one second value in 
addition to said data" (i.e. "these specifications 1 10 are illustrated as a manufacturing tag, 
but preferably comprises a data file associated with and/or attached to the load module") 
[column 10 lines 8-11]. 
Claim 41: 

Shear et al discloses a system for protecting data created, stored and sent by an energy 
management device that is protected by a tamper prevention seal operative to substantially deter 
unauthorized access to said energy management device and indicate any such access comprising, 

- "means for generating said data, said data characterized by an integrity" (i.e. "the load 
module preferably comprises one or more computer instructions and/or data elements 
used to assist, allow, prohibit, direct, control or facilitate at least one task performed at 
least in part by an electronic appliance such as a computer") [column 8 lines 21-28] . 

- "means for detecting when said tamper prevention seal indicates that unauthorized access 
has occurred" (i.e. "the protected processing environment 108 can distinguish between 
authorized and unauthorized load modules 54 by examining the load module to see 
whether it bears the seal of verifying authority") [column 9 lines 58-61]. 

- "means for taking action to protect said integrity of said data" (i.e. "Protected processing 
environment 108 discards and does not use any load module 54 that does not bear this 
seal") [column 9 lines 64-66]. 



Application/Control Number: 10/813,369 Page 16 

Art Unit: 2109 

Claim Rejections - 35 USC § 103 

9. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

10. Claims 18 & 28 are rejected under 35 U.S.C. 103(a) as being unpatentable over Davis 
(US-6118269-A). 

Claim 18: 

Davis discloses an energy management device for use in an energy management architecture for 
managing an energy distribution system, said energy management architecture including a 
network as in Claim 1 above but does not explicitly disclose, 

- "said processor is further operative to block external access to said energy management 
device when said seal tamper detection unit detects that said tamper prevention seal 
indicates that unauthorized access has occurred" 

However, Davis does disclose, 

- "This increase in voltage may be monitored, for example, by an optocoupler which 
senses the voltage across the power meter and provides sensor readings to a 
microprocessor. In turn, the microprocessor initiates communication with a headend or 
other monitoring station to indicate that the gateway has been tampered with (i.e., 
uncoupled from the power meter)" [column 12 lines 18-21]. 
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Therefore, it would have been obvious to one having ordinary skill in the art at the time of the 
applicant's invention to include, "said processor is further operative to block external access to 
said energy management device when said seal tamper detection unit detects that said tamper 
prevention seal indicates that unauthorized access has occurred," in the invention as disclosed by 
Davis for the purposes of sending a notification in the event of an intrusion/tampering. 
Claim 28: 

Davis discloses an energy management device for use in an energy management architecture for 
managing an energy distribution system, said energy management architecture including a 
network as in Claim 24 above but does not explicitly disclose, 

- "said sensor comprises at least one of a camera and a video camera" 
However, Davis does disclose, 

- "According to one embodiment of the utility gateway enclosure according to the present 
invention, tamper-resistant mechanisms and/or tamper detection mechanisms may be 
installed with the enclosure. Tamper-resistant mechanisms may be, for example, padlocks 
(not shown) provided on meter rings (not shown) used to hold both the enclosure and the 
meter in place. A tamper detection mechanism may be, e.g., a low-impedance current coil 
which is connected across the power meter when the gateway is plugged into the power 
meter" [column 12 lines 7-10]. 

Therefore, it would have been obvious to one having ordinary skill in the art at the time of the 
applicant's invention to include, "said sensor comprises at least one of a camera and a video 
camera," in the invention as disclosed by Davis since cameras and video cameras are forms of 
devices that may be used as tamper detection mechanisms. 
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11. Claims 5-13, & 23 are rejected under 35 U.S.C. 103(a) as being unpatentable over Davis 
(US-6118269-A) in view of Shear et al (US-6 157721 -A). 
Claim 5: 

Davis discloses an energy management device for use in an energy management architecture for 
managing an energy distribution system, said energy management architecture including a 
network as in Claim 4 above but does not disclose, 

- "said processor is further operative to delete said confidential data from said memory 
when said seal tamper detection unit detects that said tamper prevention seal indicates 
that unauthorized access has occurred" 

However, Shear et al does disclose, 

- "Protected processing environment 108 discards and does not use any load module 54 
that does not bear this seal" [column 9 lines 64-66]. 

Therefore, it would have been obvious to one having ordinary skill in the art at the time of the 
applicant's invention to include, "said processor is further operative to delete said confidential 
data from said memory when said seal tamper detection unit detects that said tamper prevention 
seal indicates that unauthorized access has occurred," in the invention as disclosed by Davis for 
the purposes of protecting the processing environment. 
Claim 6: 

Davis discloses an energy management device for use in an energy management architecture for 
managing an energy distribution system, said energy management architecture including a 
network as in Claim 4 above but does not disclose, 
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- "said processor is further operative to prevent access to said confidential data when said 
seal tamper detection unit detects that said tamper prevention seal indicates that 
unauthorized access has occurred" 

However, Shear et al does disclose, 

- "Protected processing environment 108 discards and does not use any load module 54 
that does not bear this seal" [column 9 lines 64-66]. 

Therefore, it would have been obvious to one having ordinary skill in the art at the time of the 
applicant's invention to include, "said processor is further operative to prevent access to said 
confidential data when said seal tamper detection unit detects that said tamper prevention seal 
indicates that unauthorized access has occurred," in the invention as disclosed by Davis for the 
purposes of protecting the device environment. 
Claim 7: 

Davis discloses an energy management device for use in an energy management architecture for 
managing an energy distribution system, said energy management architecture including a 
network as in Claim 4 above but does not disclose, 

- "said confidential data comprises a private key operative to sign said energy management 
data" 

However, Shear et al does disclose, 

- "Message digest 116 may then be encrypted using asymmetric key cryptography" 
[column 1 3 lines 30-31]. 
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Therefore, it would have been obvious to one having ordinary skill in the art at the time of the 
applicant's invention to include, "said confidential data comprises a private key operative to sign 
said energy management data," in the invention as disclosed by Davis for the purposes of 
encrypting the message digest using public key encryption to ensure the security of data. 
Claim 8: 

Davis discloses an energy management device for use in an energy management architecture for 
managing an energy distribution system, said energy management architecture including a 
network as in Claim 7 above but does not disclose, 

- "said processor is further operative to delete said private key from said memory when 
said seal tamper detection unit detects that said tamper prevention seal indicates that 
unauthorized access has occurred" 

However, Shear et al does disclose, 

- "Protected processing environment 108 discards and does not use any load module 54 
that does not bear this seal" [column 9 lines 64-66]. 

Therefore, it would have been obvious to one having ordinary skill in the art at the time of the 
applicant's invention to include, "said processor is further operative to delete said private key 
from said memory when said seal tamper detection unit detects that said tamper prevention seal 
indicates that unauthorized access has occurred," in the invention as disclosed by Davis for the 
purposes of ensuring the protection of the device environment by preventing the leak of a private 
key. 
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Claim 9: 

Davis discloses an energy management device for use in an energy management architecture for 
managing an energy distribution system, said energy management architecture including a 
network as in Claim 7 above but does not explicitly disclose, 

- "said processor is further operative to send a message warning that said tamper 
prevention seal has been tampered with through said network interface when said seal 
tamper detection unit detects that said tamper prevention seal indicates that unauthorized 
access has occurred, and to sign said message with said private key" 

However, Davis does disclose, 

- "This increase in voltage may be monitored, for example, by an optocoupler which 
senses the voltage across the power meter and provides sensor readings to a 
microprocessor. In turn, the microprocessor initiates communication with a headend or 
other monitoring station to indicate that the gateway has been tampered with (i.e., 
uncoupled from the power meter)" [column 12 lines 18-21]. 

Therefore, it would have been obvious to one having ordinary skill in the art at the time of the 
applicant's invention to include, "said processor is further operative to send a message warning 
that said tamper prevention seal has been tampered with through said network interface when 
said seal tamper detection unit detects that said tamper prevention seal indicates that 
unauthorized access has occurred, and to sign said message with said private key," in the 
invention as disclosed by Davis for the purposes of sending a notification in the event of an 
intrusion/tampering. 
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Claim 10: 

Davis discloses an energy management device for use in an energy management architecture for 
managing an energy distribution system, said energy management architecture including a 
network as in Claim 4 above but does not disclose, 

- "said confidential data comprises a certificate operative to sign said energy management 
data" 

However, Shear et al does disclose, 

- "Protected processing environments 108 can use this digital "seal of approval" 106 
(which may comprise one or more "digital signatures") to distinguish between authorized 
and unauthorized load modules" [column 9 lines 52-55]. 

Therefore, it would have been obvious to one having ordinary skill in the art at the time of the 
applicant's invention to include, "said confidential data comprises a certificate operative to sign 
said energy management data," in the invention as disclosed by Davis for the purposes of 
authorization. 
Claim 11: 

Davis discloses an energy management device for use in an energy management architecture for 
managing an energy distribution system, said energy management architecture including a 
network as in Claim 10 above but does not disclose, 

- "said processor is further operative to delete said certificate from said memory when said 
seal tamper detection unit detects that said tamper prevention seal indicates that 
unauthorized access has occurred" 
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However, Shear et al does disclose, 

- "Protected processing environment 108 discards and does not use any load module 54 
that does not bear this seal" [column 9 lines 64-66]. 

Therefore, it would have been obvious to one having ordinary skill in the art at the time of the 
applicant's invention to include, "said processor is further operative to delete said certificate 
from said memory when said seal tamper detection unit detects that said tamper prevention seal 
indicates that unauthorized access has occurred," in the invention as disclosed by Davis for the 
purposes of protecting the device environment. 
Claim 12: 

Davis discloses an energy management device for use in an energy management architecture for 
managing an energy distribution system, said energy management architecture including a 
network as in Claim 1 above but does not disclose, 

- "said processor is further operative to prevent said transmitting of said energy 
management data through said network interface when said seal tamper detection unit 
detects that said tamper prevention seal indicates that unauthorized access has occurred" 

However, Shear et al does disclose, 

- "Protected processing environment 108 discards and does not use any load module 54 
that does not bear this seal" [column 9 lines 64-66]. 
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Therefore, it would have been obvious to one having ordinary skill in the art at the time of the 
applicant's invention to include, "said processor is further operative to prevent said transmitting 
of said energy management data through said network interface when said seal tamper detection 
unit detects that said tamper prevention seal indicates that unauthorized access has occurred," in 
the invention as disclosed by Davis for the purposes of protecting the device environment. 
Claim 13: 

Davis discloses an energy management device for use in an energy management architecture for 
managing an energy distribution system, said energy management architecture including a 
network as in Claim 1 above but does not disclose, 

- "said processor is further operative to prevent said transmitting of signed energy 
management data through said network interface when said seal tamper detection unit 
detects that said tamper prevention seal indicates that unauthorized access has occurred" 

However, Shear et al does disclose, 

- "Protected processing environment 108 discards and does not use any load module 54 
that does not bear this seal" [column 9 lines 64-66]. 

Therefore, it would have been obvious to one having ordinary skill in the art at the time of the 
applicant's invention to include, "said processor is further operative to prevent said transmitting 
of signed energy management data through said network interface when said seal tamper 
detection unit detects that said tamper prevention seal indicates that unauthorized access has 
occurred," in the invention as disclosed by Davis for the purposes of protecting the device 
environment. 
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Claim 23: 

Davis discloses an energy management device for use in an energy management architecture for 
managing an energy distribution system, said energy management architecture including a 
network as in Claim 1 above but does not disclose, 

- "said processor is further operative to mark said energy management data as unreliable 
when said seal tamper detection unit detects that said tamper prevention seal indicates 
that unauthorized access has occurred" 

However, Shear et al does disclose, 

- "Protected processing environment 108 discards and does not use any load module 54 
that does not bear this seal" [column 9 lines 64-66]. 

Therefore, it would have been obvious to one having ordinary skill in the art at the time of the 
applicant's invention to include, "said processor is further operative to mark said energy 
management data as unreliable when said seal tamper detection unit detects that said tamper 
prevention seal indicates that unauthorized access has occurred," in the invention as disclosed by 
Davis for the purposes of determining which data is non-authorized and discarding them in order 
to protect the device environment. 

12. Claim 19 is rejected under 35 U.S.C. 103(a) as being unpatentable over Davis (US- 
61 18269- A) in view of Schneieret al (US-5978475-A). 
Claim 19: 

Davis discloses an energy management device for use in an energy management architecture for 
managing an energy distribution system, said energy management architecture including a 
network as in Claim 1 above but does not disclose, 
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- "said processor is further operative to create an audit log when said seal tamper detection 
unit detects that said tamper prevention seal indicates that unauthorized access has 
occurred" 

However, Schneier et al does disclose, 

- "Audit logs have long been used to keep permanent records of critical events. The basic 
idea is that the audit log can be used at some future date to reconstruct events that 
happened in the past. This reconstruction might be required for legal purposes (to 
determine who did what when), for accounting purposes, or to reconstruct things after a 
disaster: errors, loss of data, deliberate sabotage, etc" [column 1 lines 1-10]. 

Therefore, it would have been obvious to one having ordinary skill in the art at the time of the 
applicant's invention to include, "said processor is further operative to create an audit log when 
said seal tamper detection unit detects that said tamper prevention seal indicates that 
unauthorized access has occurred," in the invention as disclosed by Davis for the purposes of 
keeping track of events to be used in various venues (i.e. forensics, error debugging, data/system 
recovery, etc). 

13. Claim 20 is rejected under 35 U.S.C. 103(a) as being unpatentable over Davis (US- 
61 18269-A) in view of Schneier et al (US-5978475-A) in further view of Shear et al (US- 
6157721-A). 
Claim 20: 

Davis and Schneier et al disclose an energy management device for use in an energy 
management architecture for managing an energy distribution system, said energy management 
architecture including a network as in Claim 19 above but do not disclose, 
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- "said processor is further operative to at least one of hash and encrypt said audit log" 
However, Shear et al does disclose, 

- "In the FIG. 5 process, load module 54 (along with specifications 1 10 if desired) is 
processed to yield a "message digest" 116 using a conventional one-way hash function 
selected to provide an appropriate resistance to algorithmic attack" [column 13 lines 4-8]. 

Therefore, it would have been obvious to one having ordinary skill in the art at the time of the 
applicant's invention to include, "said processor is further operative to at least one of hash and 
encrypt said audit log," in the invention as disclosed by Davis for the purposes of additional 
security against tampering especially since audit log files are the only source of information 
disclosing events. 

14. Claims 33, 34, & 37-39 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Shear et al (US-6 157721 -A) in view of Davis (US-6118269-A). 
Claim 33: 

Shear et al discloses a method of protecting data created, stored and sent by an energy 
management device that is protected by a tamper prevention seal operative to substantially deter 
unauthorized access to said energy management device and indicate any such access as in Claim 
32 above further comprising, 

- "c) further comprises deleting said confidential data" (i.e. "Protected processing 
environment 108 discards and does not use any load module 54 that does not bear this 
seal") [column 9 lines 64-66]. 
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but Shear et al does not disclose, 

- "said energy management device stores confidential data" 
However, Davis does disclose, 

- "The microprocessor may be an 80C5 1XA made by Philips Electronics or in the 
Motorola 68000 family with internal ROM, RAM and EEROM" [column 5 lines 30-31]. 

Therefore, it would have been obvious to one having ordinary skill in the art at the time of the 
applicant's invention to include, "said energy management device stores confidential data," in 
the invention as disclosed by Shear et al for the purposes of storage. 
Claim 34: 

Shear et al discloses a method of protecting data created, stored and sent by an energy 
management device that is protected by a tamper prevention seal operative to substantially deter 
unauthorized access to said energy management device and indicate any such access as in Claim 
32 above further comprising, 

- "c) further comprises preventing access to said confidential data" (i.e. "Protected 
processing environment 108 discards and does not use any load module 54 that does not 
bear this seal") [column 9 lines 64-66]. 

but Shear et al does not disclose, 

- "said energy management device stores confidential data" 
However, Davis does disclose, 

- "The microprocessor may be an 80C51XA made by Philips Electronics or in the 
Motorola 68000 family with internal ROM, RAM and EEROM" [column 5 lines 30-31]. 
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Therefore, it would have been obvious to one having ordinary skill in the art at the time of the 
applicant's invention to include, "said energy management device stores confidential data," in 
the invention as disclosed by Shear et al for the purposes of storage. 
Claim 37: 

Shear et al discloses a method of protecting data created, stored and sent by an energy 
management device that is protected by a tamper prevention seal operative to substantially deter 
unauthorized access to said energy management device and indicate any such access as in Claim 
32 but does not disclose, 

- "c) further comprises generating a warning message" 
However, Davis does disclose, 

- "This increase in voltage may be monitored, for example, by an optocoupler which 
senses the voltage across the power meter and provides sensor readings to a 
microprocessor. In turn, the microprocessor initiates communication with a headend or 
other monitoring station to indicate that the gateway has been tampered with (i.e., 
uncoupled from the power meter)" [column 12 lines 18-21]. 

Therefore, it would have been obvious to one having ordinary skill in the art at the time of the 
applicant's invention to include, "c) further comprises generating a warning message," in the 
invention as disclosed by Shear et al for the purposes of notifying that an intrusion/tampering has 
occurred. 
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Claim 38: 

Shear et al discloses a method of protecting data created, stored and sent by an energy 
management device that is protected by a tamper prevention seal operative to substantially deter 
unauthorized access to said energy management device and indicate any such access as in Claim 
32 above further comprising, 

- "c) further comprises preventing changes to said device settings" (i.e. "Protected 
processing environment 108 discards and does not use any load module 54 that does not 
bear this seal") [column 9 lines 64-66]. 

but Shear et al does not disclose, 

"said energy management device stores device settings" 
However, Davis does disclose, 

- "The microprocessor may be an 80C5 1XA made by Philips Electronics or in the 
Motorola 68000 family with internal ROM, RAM and EEROM" [column 5 lines 30-31]. 

Therefore, it would have been obvious to one having ordinary skill in the art at the time of the 
applicant's invention to include, "said energy management device stores device settings," in the 
invention as disclosed by Shear et al for the purposes of storage. 
Claim 39: 

Shear et al discloses a method of protecting data created, stored and sent by an energy 
management device that is protected by a tamper prevention seal operative to substantially deter 
unauthorized access to said energy management device and indicate any such access as in Claim 
32 above but does not disclose, 
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- "said energy management device stores device settings" 

- "c) further comprises generating a warning message if said device settings are changed" 
However, Davis does disclose, 

- "The microprocessor may be an 80C5 1XA made by Philips Electronics or in the 
Motorola 68000 family with internal ROM, RAM and EEROM" [column 5 lines 30-31]. 

- "This increase in voltage may be monitored, for example, by an optocoupler which 
senses the voltage across the power meter and provides sensor readings to a 
microprocessor. In turn, the microprocessor initiates communication with a headend or 
other monitoring station to indicate that the gateway has been tampered with (i.e., 
uncoupled from the power meter)" [column 12 lines 18-21]. 

Therefore, it would have been obvious to one having ordinary skill in the art at the time of the 
applicant's invention to include, "said energy management device stores device settings," and "c) 
further comprises generating a warning message if said device settings are changed," in the 
invention as disclosed by Shear et al for the purposes of storage and notifying that an 
intrusion/tampering has occurred. 

Conclusion 

15. The prior art made of record and not relied upon is considered pertinent to the applicant's 
disclosure. 

a. Smith (US-6233685-B1) - tamper resistance 
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